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CREATE A MACHINE GROUP

Create a Machine Group

1.

Machine Groups

'$ My Machine

@ My Domain

@ My Test Machines
@ Entire Network

5% Import New Machine Group...

g@ New Machine Group...

Policy & Compliance

New Custom Policy...
E4 Import Policy...

@) Recommended Baseline
@) NIST/FISMA Baseline

Scan Results

@ View Accounts
{#) view Results
{§) Recent Scans

In the Machine Groups list click New Machine Group.

vmware vCenter Protect Essentials Plus
Configuration Management

Get started 1-2-3

1.Select Machine Group | 2.Select Policy 3.Scan
My Machine v  View Recommended Baseline ~  wview -
Create New Machine Group Create New Custom Policy ! Begln Scan @

4 Create A New Machine Group

Name

Test Workstations

| Comment

Welcome to
Plus

VMware vCenter
both management and control of all Windows® desktop and server

2. Name the machine group and then click Save.

The machine group dialog is displayed.

Test Workstations

Begin Scan

Scan With Policy

Show All | Hide All | Tools | Add Virtual Machines

Machines (&)

®

Add Machine: Testl

Link File

Recommended Baseline

Associate Policy

Description

Add/Edit Comment...

Group Credentials

Domains (%)
Organizational Units (¥)
IP Addresses / Ranges (¥)
Nested Groups (%)

Filter Machines in this Group By: (&)

Mo credentials applied IE]

Ignore Items (¥)

3.
add the machine.

In the Add Machine box type the machine name and then click the right arrow to

To add a machine by another method (domain, OU, IP address, etc.) click on the
down arrow to expand the method and enter the required information.

vCenter Protect Essentials Plus — Configuration Management Qu
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Create a Machine Group

4. Specify credentials for the group by clicking the padlock icon.

In the popup, enter the credentials for the machines.

Test Workstations

Show All | Hide All | Tools | Add Virtual Machines
Machines (7)
Add Machine: @
Begin Scan Remowe All Machines | Import From File | Link File

P Test1 B ¥

Scan With Policy

Hetuisiey: Hasa —l SEt"ChangeEre&ientials [ __)ﬂ

AESUCHEE Riiliey Enter the usernarme and password for an account with
‘administrative permission to the specified machine

Description

Add/Edit Comment... Password l

Group Credentials Az I

No credentials applied 5 I oK ] ) R .

5. Click Begin Scan to confirm that credentials are correct.
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Import an Existing Machine Group

IMPORT AN EXISTING MACHINE GROUP

You can easily import a machine group that has been exported from NetChk Protect or
NetChk Configure.

1. Choose an existing machine group or create a new group.
2. Click Import From File.

3. Browse to the location of your .txt file and click Open.

Test Workstations

Show All | Hide All | Tools | Add Virtual Machines

Machines (&)

Add Machine: x
Begin Scan Remove All I:!achines Import From File | Link File
@ Test 3 X

Scan With Policy
|Recommnndnrl Baseline =l

g Select file containing Machines to import i |
i = 1 =
‘@(‘J— |. Desktop ~ - @1 I search Desktop m
Descri ) _ §
Organize *  Mew folder =« O @
Add/E e ; s
" i Favorites | Libraries
e B Desktop —||System Folder
roup 1 : i !
hior s 4. Downloads

Ell Recent Places | Administrator
}3 System Folder
EIIE L
74l Libraries

i -." Computer
18 Computer T System Folder

&, Local Disk (C:)

h Network
G’y MNetwork QL\’ System Folder

Training machines list. tet

ment

File name: ITraining machines list.bd j |-|—E><'H:iles (") j

Open I Cancel |
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Import an Existing Machine Group

4.
5.

The Import Succeeded dialog is displayed.

irport succeeded Y

|0| Import succeeded.
-

Click OK.

Specify credentials for the group by clicking the padlock icon.

Note: You can also specify credentials on a machine basis by clicking the padlock
icon located next to each machine.

In the popup, enter the credentials for the machines.

Begin Scan

Scan With Poli 3 vM-2K3-T1
|Recommended Baseline 'l 3 VM-xPP-T4

Associate Policy

Description

Add/Edit Comme

Group Credential
No credentials appl

nt...

ild

Test Workstations

Show all | Hide All | Tools | Add Virtual Machines

Machines (%)

Add Machine: @
Remove All Machines | Import From File | Link File
B Test1 &
B X x
.L._J bad Enter the username and password for an account with
B vm-2ksTs X Euhe e
@ VMK3TE G X Username Iadminishator
3 vM-xpe-Ts X
B vMxPe-TL [ K Eaad -
3 vm-xep-T2 5 X Verify Password =
2 vM-2k3-Ts 5 ¥
@ vMXPRTE [ X oK I Cancel Remove
2 vmzks-T2 5 X \When specifying a domain account, use the format
@ vmaksTs B X AERETIIFSAEENTES

6. Click Begin Scan to confirm that credentials are correct.
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Scan and Enforce Using an Existing Policy

SCAN AND ENFORCE USING AN EXISTING PoOLICY

=

From the home page select the machine group you want to scan.

r

In the Scan With Policy box select the policy you want to use when scanning the
machine.

3. Click Begin Scan.

Machine Groups

> i My Machine
@ My Machine " Machine Group Vi

@& My Domain
My Test Machines
@ Entire Network

Show All | Hide All

Nested Groups (%)
'@ My Machine E]

ﬂ Import New Machine Group...
ﬂ MNew Machine Group...
ﬁ Test Workstations

Begin Scan

Scan With Policy
NIST/FISMA Baseline

Policy & Compliance

@

Associate Policy
Mew Custom Policy...
Import Policy...

@ Recommended Baseline
@) NIST/FISMA Baseline

Description
Performs a scan against your
local machine.

Group Credentials

Scan Results No credentials applied I_l?]

E View Accounts
&) view Results
(&) Recent Scans

4. The software will analyze your machines and compare them to the policy that you
selected.
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Scan and Enforce Using an Existing Policy

5. When the scan is complete click on Policy Check Summary.

@3 Domains
B Machine Groups

E-@ Scans
=R g

Accounts

i Ty
{EJ= Policy Check Summary
L& Share Summary

&3 Group Membership Summary
-\ S1WIN2008R2
F-33 3/8/2011 10:01:17 AM (1)
3/8/2011 9:56:05 AM (1)
1/31/2011 3:03:48 PM (1)

Enforce | Policy Check

Account Lockout Duration

Account Lockout Threshold

Accounts: Administrator Account Status

Accounts: Guest Account Status

Accounts: Limit Local Account Use of Blank Passwords to Conscle Logon Only
Accounts: Rename Administrator Account

Accounts: Rename Guest Account

Active Directory Domain Services Status

AD RMS Logging Service Status

Administrator Account Status

Administrator Rename Status

EL] [E]] Total Scanned

0
0
0
1
1
1
0
0
1
1
r Application Experience Service Status 0
Application Host Helper Service Status 1
Application |dentity Service Status 1
Application Information Service Status 1
" Application Layer Gateway Service Status 0
Application Management Service Status 1
ASP NET State Service Status 1
r Audit Account Logon Events 0
Audit Account Logon Events - Subcategory: Credential Validation 0
Audit Account Logon Events - Subcategory: Other Account Logon Events 0
[ Audit Account Management 0
Audit Account Management - Subs y ion Group M: 0
Audit Account Management - Subcategory: Computer Account Management 0
Audit Account Management - Subcategory: Distribution Group Management 0

4444444034300403440004444

@5 Checks In Compliance (all machines): 184
@3 Checks Not In Compliance (1 or more machine(s)): 173
EE Total Checks Scanned: 357

Summary Report  Detail Report Compliance filter: | [All] g

Enforce Selected Enforce/Rescan Selected Select All Unselect All

6. In the bottom pane, click Select All to select all checks.
7. Read the following cautionary statement.

CAUTION! The values specified for the policy checks in the pre-defined policies
provided within vCenter Protect Essentials Plus — Configuration Management may
not be suitable for every environment. It is strongly recommended that you test
enforcement of the policy checks on a small sample of machines in a non-
production environment before you enforce the checks on a large scale. This is
particularly important when enforcing checks defined within custom policy groups.

8. In the bottom pane click Enforce/Rescan Selected.

This will update all the selected policy checks and will then perform another scan,
using the same parameters of the original scan. Performing a scan immediately
after performing an enforcement enables you to verify that the policy checks were
updated correctly.
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Create a New Custom Policy by Manually Selecting Policy Checks

CREATE A NEW CUSTOM PoLICY BY MANUALLY SELECTING

PoLicy CHECKS

1.

In the Policy & Compliance list click New Custom Policy.

2. Name the policy and click Save.

Machine Groups

@ My Machine

@3 My Domain

gl My Test Machines
i@ Entire Network
¥ Import New Machine Group...
% New Machine Group...

@# Test Workstations

Policy & Compliance

Import Policy.
@) Recommended Baseline
@) NIST/FISMA Baseline

Scan Results

[@ View Accounts

&) View Results

&) Recent Scans

@ 11/11/2011 1:18:27 PH(1)

3.

vmware vCenter Protect Essentials Plus

Configuration Management

1.Select Machi

My Machine

-

Create New Machine

-
O

Protect database not found
Use Tools - Options manuto set location

Patch Groups

Signature Groups

New Policy Options
@ Manually select checks
(@) Create from selected 05

Operating System

VMware vCenter™
both management
software configurat
and reporting where
preventing configu
improper group mel
scanning and enforg

Regulatory framework

() From an existing machine

[y Machine

Machine Group

Machines can be ta

In the top left navigation window, expand the Categories list and then select one

of the categories. For example:

=@ Policy Checks
@ Categories

£ Account Policies: Password
lon Service
Best Practices: Malicious Code Protectior|
----- Best Practices: No Clear Text Passwords,
Databases: SQL Server

{Z5 Event Log Managemert

% File System Security

Local Policies: Audit
Protection Mechanisms
Securty Options: Audi
Securty Options: Devices
Securty Options: Domain Member/Contry
Securty Options: Interactive Logan
‘Securty Options: Microsoft Netwark Cler|
Securty Options: MSS
‘Securty Options: Cther
‘Securty Options: User Account Cantrol
System Services: ective
Nenessertial
Requied
Unnesessary
System Services: Web Server-Related
User and Groups Security

m 13

=

L e e e e e e e e o

4.
choose.

[ In Folicy | Palicy Check | Operator | Value | Froduct

6 ‘windows XP Professional SP2

‘windows XP Professional SP1

Windows XF Professional Gold

‘wiindows Server 2003, Standard Edition SP1
‘windows Server 2003, Standard Edition Gold
Windows 2000 Professional Gold

‘wiindaws 2000 Professional SP1

‘windows 2000 Professional SP2

Windows 2000 Professional SP3

‘windows 2000 Professional SP4

Enforce Password History
Enforce Password History
Enforce Password Histery
Enforce Password History
Enforce Password History
Enforce Password Histery
Enforce Password History
Enforce Password History
Enforce Password Histery
Enforce Password Histery

Enforce Password History ‘windows 2000 Server Gold
Enforce Password History Windows 2000 Server SP1

Enforce Password History ‘windows 2000 Server SF2
Enforce Password History ‘windows 2000 Server SP3
Enforce Password History Windows 2000 Server SP4

Enforce Password Histery
Enforce Password History
Enforce Password Histery
Enforce Password Histery
Enforce Password History
Enforce Password Histery
Enforce Password Histery
Enforce Password History
Enforce Password Histery
Enforce Password Histery

Windaws Server 2003, Enterprise Edition Gold
Windows Server 2003, Enterprise Edition SP1

Windaws Vista Ultimate (x64) Gold

Windaws Server 2003 R2, Stendard Edition (x54) SP1
Windows Server 2003 R2, Enterprise Edition (x64) SP2
Windaws Server 2003 R2, Standard Edition (x64) SF2
Windaws Server 2008, Standard Edition SP1

Windaws Server 2008, Enterprise Edition SP1

Windaws Server 2008, \Web Edition SP1

\indaws Server 2008, Datacenter Edition SP1

MR DR PR DO DD DD DO D DD DD D DD

In the right-hand pane, enable the check boxes of the policy checks you wish to

vCenter Protect Essentials Plus — Configuration Management Quick Start Guide



Create a New Custom Policy by Manually Selecting Policy Checks

[{Fiter Gad By Product - Al Products)

=-@) Poliey Checks ~
{8) Categories
(8] Custom Check

Accourt Policies: Lockout
B, Account Policies: Password
-3 Applications: Intemet Information Service
% Best Practices: Malicious Code Protectior

In Policy Palicy Check: Operator | Value Product
Enforce Password History 6 ‘Windows XP Professional SP2
Enforce Password History ‘indows XP Professional SP1
Enforce Password History ‘indows XP Professional Gold
Enforce Password History ‘Windows Server 2003, Standard Edition SP1
Enforce Password History ‘indows Server 2003, Standard Edition Geld
Enforce Password History ‘Windows 2000 Professional Gold
Enforce Password History ‘indows 2000 Professional SP1
Enforce Password History ‘indows 2000 Professional SP2
Enforce Password History ‘indows 2000 Professional SP3
Enforce Password History ‘indows 2000 Professional SP4

Best Practices: No Clear Text Passwords|
Databases: SQL Server
{35 Event Log Management

File System Secutty
-4} Local Policies: Audt =

Protection Mechanisms Enforce Password History ‘Windows 2000 Server Gold

Security Options: Audit Enforce Password History ‘Windows 2000 Server SP1
ecurity Options: Devices Enforce Password History ‘indows 2000 Server SP2
ecurity Options: Domain Member/Corir Enforce Password History ‘Windows 2000 Server SP3
ecurity Optiens: Interactive Logon Enforce Password History ‘indows 2000 Server SP4

ecurity Options: Microsoft Network Clier
ecuriy Options: MSS
ecurity Options: Cther
ecurity Options: User Account Cortrol
System Servicss: Hlective L4
it System Services: Nonessential
it System Services: Required
i System Services: Unnecessary
(i System Services: Web Server-Related

484, User and Groups Security -
< il »

Values i
QY S, password Policy
Add Selected Checks ||Remove Selected Elle(ks
stom Check

Enforce Password History

Enforce Password History
Enforce Password History
Enforce Password History
Enforce Password History
Enforce Password History
Enforce Password History
Enforce Password History
Enforce Password History
Enforce Password History
Enforce Password History

‘Windows Server 2003, Enterprise Edition Gold
‘indows Server 2003, Enterprise Edition SP1
‘Windows Vista Ultimate (x64) Gold

‘indows Server 2003 R2, Standard Edition (x64) SP1
‘indows Server 2003 R2, Enterprise Edition (x64) SP2
‘indows Server 2003 R2, Standard Edition (x64) SP2
‘Windows Server 2008, Standard Edition SP1

‘indows Server 2008, Enterprise Edition SP1
‘Windows Server 2008, \w/eb Edition SP1

‘indows Server 2008, Datacenter Edition SP1

(e e e e e | ¢

PPN E OO PPN DB DED DD DD DD DD DD D

Unselect All | Delete Policy | Export Policy | Export Policy Changes | Add

Begin Scan

5. To add the selected checks to the new policy, in the bottom pane click Add
Selected Checks.

Notice in the policy window that all selected checks will now display a green
check icon in the In Policy column.

6. Click the Save toolbar icon.

7. If the Change Control dialog is displayed, type a comment that explains the
rationale for the change.

8 vCenter Protect Essentials Plus — Configuration Management Quick Start Guide



Create a New Custom Policy Using the “Create From Selected OS” Option

CREATE A NEW CUSTOM PoLIcY USING THE “ CREATE FROM
SELECTED OS” OPTION

1. Inthe Policy & Compliance list click New Custom Policy.
2. Type a name for the new policy.

Machine Groups (=)

@ My Machine
g@ My Domain
Q? My Test Machines

Name Windows 7 Gold

Comment

i@ Entire Network
ﬁ Import New Machine Group...

& New Machine Group... PO ERGIe 2]

‘;_59 Test Workstations Signature G B

ignature Groups
Protect database not found
Policy & Compliance @ Use Tools - Options menu to set location
Iﬂ, New Custom Policy... I New Policy Options
Import Policy... () Manually select checks
@ Recommended Baseline @ Create from selected 0S5 [7] Specific Service Pack
NIST/FISMA Baseline -

@ - Operating System Windows 7 Enterprise («64)

@) Password Policy

Regulatory framework finone)]

Scan Results @ () From an existing machine
E View Accounts My Machine

@ View Results
@ Recent Scans
@) 11/11/2011 1:18:27 PM(1)

and reporting where

3. Select Create from Selected OS.
4. Clear the Specific Service Pack check box.

This will make all service packs for the chosen operating system available in the
policy.

5. Inthe Operating System box choose the desired operating system.
6. Click Save.

All policy checks for the specified operating system are loaded into the top right
pane.

vCenter Protect Essentials Plus — Configuration Management Quick Start Guide 9



Create a New Custom Policy Using the “Create From Selected OS” Option

iy Checks [InPolicy | Policy Check [ Operator | Value [ Product I
Categories [~ B Account Lockout Duration - 0 Windows 7 Enterprise (x62) Gold
57 NIST 800-53 ™ BL  Account Lockout Duration - 0 ‘Windows 7 Enterprise (x64) SP1
PCIDSS 11 [T Eb  AccountLockout Threshold - 5 Windows 7 Enterprise (x64) Gold
EE: ggg ;5 T EL  AccountLockout Thieshold - 5 Vindows 7 Enterprise (x6£) SP1
[~ EL  Accounts: Administrator Account Status - Enabled Vindows 7 Enterprise (x64) Gold
[” B  Accounts: Administrator Account Status - Enbled Windows 7 Enterprise (x64) SP1
[~ B, Accounts GuestAccount Status - Disabled Windows 7 Enterprise (x64) Gold
™ Eh  Accounts: Guest Account Status - Disabled Vindows 7 Enterprise (x64) SP1
[~ &, Accounts Limit Locsl Account Use of Blank Passwords to Console Logon Orly = Ensbled Windows 7 Enterprise (x64) Gold
[~ B Accounts: Limit Local Account Use of Blank Passwords to Console Logon Only = Enabled Windows 7 Enterprise (x64) SP1
| €L Accounts: Rename Administrator Account = (Not Defined By Windows 7 Enterprise (x64) Gold
[~ B, Accounts: Rename Administrator Account - {Not Defined By indows 7 Enterprise (x64) SP1
[ B,  Accounts: Rename Guest Account - {Not Defined By Windows 7 Enterprise (x64) Gold
™ &,  Accounts Rename Guest Account - {Not Defined By Wiindows 7 Enterprise (x6) SP1
[~ Eh  ActiveX Installer Service Status - Manual Windows 7 Enterprise (x62) Gold
™ &, ActiveX lnstaller Service Status - Manual Windows 7 Enterprise (x64) SP1
[~ Bl Adspiive Brighiness Service Status - Manual Vindows 7 Enterprise (x64) Gold
[ &L  Adaptive Brightness Service Status - Manual Windows 7 Enterprise (x64) SP1
- & Account Status - Ensbled Windows 7 Enterorise (x64) Gold

Values i

Windows 7 Gold

Add Selected Checks | Remove Selected Checks | Select All | Unselect All | Delete Policy | Export Policy | Export Policy Changes | Add
Custom Check | Edit Custom Check

Accounts: Rename Administrator Account
Make all check values the same
Product  Windows 7 Enterprise (x64) Gold

Begin Scan

Operator Value
Scan Machine Group = - (Not Derined By GEG) -
My Machine hd e
Product Windows 7 Enterprise (x54) SP1
select Patch Group Operator Value
(all) = - (Not Defined By GBO) P

7. Select the policy checks you want included in this custom policy and then click the
Save icon.

You can create a custom policy for each of your operating systems you have on your
network.

10 vCenter Protect Essentials Plus — Configuration Management Quick Start Guide



Create a New Custom Policy From an Existing Machine

CREATE A NEwW CUSTOM POLICY FROM AN EXISTING MACHINE

vCenter Protect Essentials Plus — Configuration Management enables you to create a
new policy by cloning the configuration of an established machine. This is a quick and
powerful way to create a policy that can immediately be used to scan similar machines
in your organization for compliance. The idea is for you to configure one machine in
your organization that represents your organization's "gold standard.” You then clone a
policy using the policy checks on that machine. This process can be very useful when
working with vendors or government agencies that provide machines that are pre-
configured according to a particular standard.

1. Create a machine group that contains just the one machine you want to use as
your gold standard.

There can only be a single machine in the group for this to work.
2. Inthe Policy & Compliance list click New Custom Policy.
3. Type a name for the policy.

Machine Groups @ vmware' vCenter Protect Essentials Plus

Confiouration Management

1§ My Machine Create A New Pali

&5 My Domain

g}@ My Test Machines

i@ Entire Network

ﬁ Import New Machine Group... Comment

8 New Machine Group...
¥ Test Workstations
;ip Win7 SP1 Patch Groups [E0]

Signature Groups =

MName Win7 SP1

Policy & Compliance @ Protect database not found
Use Tools - Options menu to set location

D, Mew Custom Policy...
D, Import Policy...
@ Recommended Baseline

@) NIST/FISMA Baseline (©) Create from selected 05
@) Password Policy Operating System Widovis 2000 Advanced Server Gold

MNew Palicy Options
() Manually select checks

Regulatory framework fpone]

Scan Results ()
@ From an existing machine

Machine Group [Win7 SP1

E View Accounts
@ View Results
@ Recent Scans
{8) 11/11/2011 1:18:27 PM(1)

3. Enable the From an existing machine check box.
4. Choose the machine group you created in Step 1 and then click Save.

The machine is scanned. Every policy check and its associated value found on the
machine is added to the new policy. When the process is complete the new policy
is displayed.

vCenter Protect Essentials Plus — Configuration Management Quick Start Guide 11



Create a New Custom Policy From an Existing Machine

5. After the policy is created, rescan the machine group you just copied using the new
policy you created based on its configuration and you will find the machine is most
likely out of compliance.

This is due to checks that we could not determine on the target machine. Rather
than ignore them we add them in so you are aware and can triage their importance
and delete if unnecessary.

Vo _;_:,
25 Total Checks Scanned: 231 Operating System: Windows 7 Ultimate (x64) SP1
@ Checks In Compliance: 204 Last Scan Date: 11/11/2011 3:19:52 PM

I@J Checks Not In Compliance: 27 Last Enforce Date: never

'% Comment: Add/Edit Comment...
Summary Report

Export Changes Export Out of Policy Checks

Actions taken on this machine

Action Date User Policy Checks In Out Scan Comment
Scan 11/11/2011 Jloe- Win7 SP1 331 304 27

3:19:52 PM  DellWin7/Joe
Scan 11/11/2011 Jloe- NIST/FISMA 331 192 139

1:18:27 PM DellWin7/Joe Baseline

You can view the policy checks that are out of compliance by sorting the
Compliance column in the top right pane.

6. Select Tools > Reports.

File View | Tools | Help
|@ @ @ Reports Ctrl+R
. Manage Scan Results
Machine _
Scheduling... s
g My |
g@ My I Virtual Infrastructure Servers k 113:19:52 PM (1)
EE Myl Import Machine Group... Check Summary
. _ unt Summany
i@ En Import Policy... Summary
5@ Imp Export Policy... Membership Summary
Groi : JELLWINT
53 New  ExportPolicy Changes.. 111:18:27 PM (1)
ZF Te Options...
g#F Win7 5P1 N

In the Select Report to View box choose Machine Scan History Details.
8. Inthe Scan to report on box and choose the first scan on the list.

This will be the scan we just ran.
9. Inthe In/Out of compliance box choose Out of Compliance.
10. Click Generate Report.

12 vCenter Protect Essentials Plus — Configuration Management Quick Start Guide



Create a New Custom Policy From an Existing Machine

Pick Report...

Please select a report to view. Then specify report criteria below and click the 'Generate Report’
Select Report to View: Machine Scan History Details -

Description: Scan history details by scan by machine.

Pick Filter Options...

Please use the following options to set your desired report filter.

I Scan to report on: I Mov 11 2011 3:19PM: 1 Machines Scanned -
Machine Group to report on: [All Machine Groups]
Paolicy to report on: [All Policies] -
Machine to report on: [All Machines] -
Policy Check to report on: [All Policy Checks] -
Domain to report on: [All Domains]

I In/Out of compliance: |
Show Frameworks: [Don't Show] -

View Report...

To view report using the filter options set above, click 'Generate Report'.

IGenerate Report I

11. Use the report to cross reference and select the non-compliant checks in the custom
policy. For example:

Machine Scan History Details vmware

Report Date: 11/11/2011 3:27 PM

Scan Machine: WORKGROUP\OE-DELLWINT

Scan Date: 11/11/2011 3:19 PM Policy: Win7 SP1

Domain: WORKGROUP IP Address: 192.168.65.19 Product: Windows 7 Ultimate (x64) SP1

Checks Scanned: 27 Checks Compliant: 0 Checks Noncompliant: 27

Policy Check Finding Operator Policy Compliance
I Audit: Foree AuditPolicy Subcategory Sefings (Windows \ist or Mot Found = Mot Found .9 I

Devices: Allowed to Format and Eject Removabie Media Mot Found = Mot Found b4

Devices: Restrict CO-ROM Access to Locally Logged-On User Only Mot Found = Mot Found x

Devices: Restrict Floppy Access to Locally Logged-On User Only Mot Found = Mot Found x

Interactive Logon: Do Mot Require CTRL+A T+DEL Mot Found = Mot Found x

Maximum Setup Log Size = x

vCenter Protect Essentials Plus — Configuration Management Quick Start Guide 13



Create a New Custom Policy From an Existing Machine

=@y Policy Checks | In Policy | Policy Check Operator | Valus | Product
‘E Categories I b Audit System Events - Subcategory: IPsec Driver = Mo Auditing \Windows 7 Ultimate (x54) SP1
S NIST80053 I~ @l Audit System Events - Subcategory: Other System Events - Success and Fai Windows T Ultimate (x54) SP1
PCIDSST1 I L Audit System Events - Subcategory: Security State Change - Success Windaws 7 Ultimate (x64) SP1
EE: B§§;§ I E{g Audit System Events - Subcategory: Security System Extension = Mo Auditing Windows 7 Ultimate (x64) SP1
) I E{g Audit System Events - Subcategory: System Integrity = Success and Fai Windows 7 Ultimate (x64) SP1
I [T Audit: Audit the Access of Global System Objects = Disabled Windows 7 Ultimate (x64) SP1
— ] ittt th o boeat Dok - SR Dissbled el sl SR
Icd Eh Audit: Force Audit Policy Subcategory Settings (Windows Vista or Later) to Ove = Mot Found Windows 7 Ultimate (x64) SP1
e T ST Er =S ST e Tyt oy Se Ty s = tsatres T T e St
I E{a Automatic Logon = Disabled Windows 7 Ultimate (x64) SP1
I E{a Lutomatic Updates Service Status = Automatic-Runni Windows 7 Ultimate (x64) SP1
I E{a Background Intelligent Transfer Service Status = Manual Windows 7 Ultimate (x64) SP1
I E{a Backup Operators Restricted Group = Mo Group Memb Windows 7 Ultimate (x&4) SP1
I E{a Base Filtering Engine Service Status = Automatic-Runni Windows 7 Ultimate (x64) SP1
I E{g BitLocker Drive Encryption Service Status = Manual Windows 7 Ultimate (x64) SP1
[l [EL. Flock | evel Backun Fraine Service Status = Manial Windows 7 | lltimate 641 SP1

Values | Information
Win7 SP1

Add Selected Checks | Remove Selected Checks | Select All | Unselect All | Delete Policy | Export Policy |
Export Policy Changes | Add Custom Check | Edit Custom Check

Audit: Force Audit Policy Subcategory Settings (Windows Vista or
Later) to Override Audit Policy Category Settings

Begin Scan Make all check values the same
] Product Windows 7 Ultimate (x64) SP1
Sh;anMMa;l:hme Group Operatar Value
achine -
v = ~ Disabled ~

12. Within the custom policy, select each non-compliant check.
13. Click Remove Selected Checks.
14. Click the Save toolbar icon.

15. Rescan the machine group using the updated custom policy. The new result should
now show a compliant scan.
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IMPORT POLICIES

1. Use a Web browser to go to
http://hfnetchk4.shavlik.com/downloads/pci baseline.zip.

2. Download the PCI Template and save the PCI_Baseline.zip file to a folder.

MQ T TR ——

.|_\|A,I)‘_H:s.., pe
e Favoster 8 Shanik MekChk Configure

B - -0 - P Sy Tk~ @- 8 7

Company + Fina Downlaads + Hews + Blcgs + Carsars « Cantact Us q
0 shavlik =
Products | Soktions | Makels | Suppotd Tisining | Parners | Shop m

Shavlik NetChk Configure :

Know the Status of Your Network in 30 Minutes...

oo | Y [N

Simplify Configurations, Security Settings, GPQ Verification and
Compliance Auditing - No Agent Required

3. Extract the PCI_Baseline.xml file from the zip file to a folder.

4. In vCenter Protect Essentials Plus — Configuration Management, in the Policy &
Compliance list, click Import Policy.

Machine Groups 0]

vmware  vCenter Protect Essentials Plus
Configuration Management

\@ My Machine

&5 My Domain

B My Test Machines

@ Entire Network

& Import New Machine
Group...

G New Machine Group...

Get started 1-2-3

1.Select Machine Group | 2.Select Policy 3.Scan
@GF Test Workstations

A My Machine  ~ view

Recommended Baseline ~  wview - s
Create New Machine Group Create New Custom Policy Bten an @

Policy & Compliance @

[l New Custom Policy...

[ Import Policy...

@] Recommended Baseline
@) NIST/FISMA Baseline
@) Password Policy

@) Win7 sP1 Welcome to VMware vCenter™ Simplified IT Management for the
Protect Essentials Plus SMB

vCenter Protect Essentials Plus — Configuration Management Quick Start Guide 15


http://hfnetchk4.shavlik.com/downloads/pci_baseline.zip

Import Policies

5. Locate the PCI_Baseline.xml file and click Open.

B Select a file to import =
G‘\Jo ||~ Computer - Local Disk (C:) ~ Temp ~ & [[search Temp D)
Organize v  New folder Hesie ] @

fady Local Disk (C:) ;l Name = | Date modified |Tlrpe
B, SRecyde.Bin
Boot = fdec palicy.xml 10/28/2007 6:31PM XML Document
] | Custom patches B pci Template. sl 5/3/2010 5:27 PM XML Document
A. Documents and £
inetpub
Perflogs

. Program Files
Program Files (x¢
ProgramData

. Recovery

@, System Volume I

Temp
Users

"~}

Windows

i =14 | s

File name: |PCI Templatexm! j Ixml ("xml) j

Open I Cancel |

Import Policy i I x|

This file has a valid signature from Shavik Technologies. Do you want to
import this fle?

=1

6. On the Import Policy dialog click Yes (for security reasons this file contains a
digital signature from VMware).

The policy will be imported. The PCI template is very large and may take several
minutes to import.

Once the import is complete, refresh the screen and the PCI Template will be contained
in the Policy & Compliance list.
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MERGE POLICIES

Merging two policies into one gives you the ability to create a single unified policy
rather than supporting each OS\SP variation in your environment with a separate
policy.

1. Select Tools > Export Policy.
2. Inthe Select a Policy dialog select the desired policy and then click OK.

x

Pelicies

[] Password Folicy
&
[] PCI Template

=

3. Name the file and save it to your hard drive.

5

Would you like to sign the XML file with a digital signature?

=

4. On the Sign XML dialog click No.
5. Export a different policy by repeating steps 1-4.

6. Within Windows Explorer, right-click on the first policy you exported and click
Edit.

7. Find the first policygroup_item tag.

<policy_groups>
<policy_group>
<policygroup_name>win7 Gold</policygroup_name>
<policygroup_id>10</policygroup_id>
<policygroup_description />
<policygroup_creatorname>51-WIN2008R2"51-WINZ008R2 \Administrator</policygroup_creatorname>
<policygroup_patchgroup>-1</policy roup_patchgroup}
<policygroup_signaturegroup>-1</policygroup_signatur e oy

e = Ticygroup_system> Fllﬂi X
<policygroup
/policygroupitem_id> Find what:  ftem Find Next
<policygroupitem_name>Spyware Management: Percent 5 I
<p0'|'icygroup'item_tyg]:e>0</p0'l'icygroup'item_type} o Cancel
<policygroupitem_policygroupid>10</policygroupitem_j
<policygroupitem_productname>windows 7 Enterprise (: r " Up & Down
<policygroupitem_s name>Go'Id<,fp0'l'icy3roup'item_spnam1 Match case - -

<policygr oup'item_cﬁeckshav'l ikid>313</policygroupiter
<policvaroupitem_value=0</policvaroupitem_value>
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8. Copy all policygroup_item tags.

Cygroupiten_ 5?» </p

]icygroupiten_policygroupid10</p ] roupids|
y1icygroupiten_productnanesindows rori 64)</policygroupitem_productnames]
Gold roupitem_spn
hwgrouantem checkshavlikid>]
alue|
OpErators|
policygroupitem_displayvalues

roupitem_id>
count Weak Password Status</policygroupitem_names]
oupitem_ t\gb yoroupiten_types|
groupiten_po roupid 1icygroupiten_po wr roupids|
groupiten_pr cwdurtﬂanwwwn terprise (x64)</policygroupiten_productnames
cold</policy! en_spname>|
il i item_checkshavitkid

Y DliE'ItE‘F] _operato
Allow Weak Passwords</policygroupitem_displayvalue]

oup_items|
groupitem_id>B1836</ >
groupitem_name>SQL Se c e Status</policygroupitem_name>
-\'i:_}gi‘nup'it&ﬁl_t)-’?l?} </pol
licygroupiten_palic 4
1icygroupiten_productnane-wi rpri )</policygroupiten_productnames]
Gold</p roupitem_spnam

Hc_\-'gr‘ou%ﬂ'tem_( eckshav 11kid|

oupitem_value>
roupitem_operator oupitem_operator>|

gtOHp'ItFHl dh]a\,vaM_.wm ows Authentication Mo 0l1cygroupitem_dispidyvalues|

011cygroup_item:
< ﬁm 1cy_group>
</policy_groups>

9. In Windows Explorer, right-click on the second policy you exported and click on

Edit.

10. Go to the policygroup_name tag and rename the policy.

<pol1cy_groups=
o 1 1cr_gl‘ﬂup;- x .
-cpq'l ic :,,'qruup_nan:-qa-hﬂ nr G-cl Td=/pal ]cy‘qrwp_"‘im > I

<pol1icygroup_descript 1.:.-- =

<pal1 Cygroup_crearor names>S1-wINZ008R2 Y51 -WINZ 00882 A
<palicygroup_patchgroups>-1< pl‘.‘l'l‘i{y-?r‘ﬂup _pATChgroups
=policygraup_ :r'igrm'l:urq.?ruupv 1=/policygroup_signatur
<palicygroup_system=falsec/policygroup_systems

11. Scroll to the very bottom of the second policy and paste the copied items after the

last </Policygroup_item> tag.
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<policygroupitem_type>0</policygroupitem_type>
<policygroupitem_policygroupid=12</policygroupitem_policygroupid=
<policygroupitem_productname>windows 7 Enterprise (x64)</policygroupitem_productname>
<policygroupi tElﬂ_SﬁnamE}Gtﬂ d=/policygroupitem_spname>
<policygroupitem_checkshavliki d>553<?po'| icygroupitem_checkshavlikid>
<policygroupitem_valuesmanual</policygroupitem_value>
<policygroupitem_operator>=</poli Ey_cliroup‘item_operator}
<policygroupitem_displayvalue>manual</policygroupitem_displayvalue>
</policygroup_item>
<policygroup_items
<policygroupitem_id>123448</poli c?(rgroup'itemw‘ d>
<policygroupitem_name>=WWAN AutoConfig Service Status</policygroupitem_name>
<policygroupitem_type=0</policygroupitem_type>
<policygroupitem_policygroupid=12</policygroupitem_policygroupids
<policygroupitem_productname>windows 7 pProfessional (x64§</po icygroupitem_productname>
<policygroupi tem_sﬁnamex;o'l d=/policygroupitem_spname>
<policygroupitem_checkshavliki d>553<?po'| icygroupitem_checkshavlikid=>
<policygroupitem_value>Manual</policygroupitem_value>
<policygroupitem_operator>=</poli cy?roup'item_operator>
<policygroupitem_displayvaluesmanual</policygroupitem_displayvalue>
</policygroup_item>
<policygroup_item>
<policygroupitem_id>125449</poli cygroup'iteer‘ d>
<policygroupitem_name>wWwAN AutoConfig Service Status</policygroupitem_name>
<policygroupi teertyge>U<fpo'l icygroupitem_type>
<policygroupitem_policygroupid>=12</poli c*group'itehl_po'l 1 cy'?r oupids
<policygroupitem_productname>windows 7 Ultimate (x64)</policygroupitem_productname>
<policygroupi temsgnamemo'l d=/policygroupitem_spname>
<policygroupitem checkshavlikid>553 %po'l icygroupitem_checkshavlikid>

<policygroupitem_value>Manual</policygroupitem_value>
<policygroupitem_operator>=</policygroupitem_operator>
<policygroupitem_displayvalues>manual</policygroupitem_displayvalue>
</policygroup_item>
</policy_group> Lirder
</policy_groups>

Gt
Copy
Paste
Lielete

Select All

Right to left Reading order
Show Unicode control characters
Insert Unicode control character  »

Open IME

Reconversion

12. Select File > Save As, name the file, and set the Save as type to All files.

13. Within vCenter Protect Essentials Plus — Configuration Management, click on
Import Policy.

14. Locate the newly merged policy and click Open.

Group Cre
Wo credent

Fibt s [ Ltespes 7 ooy = [ Cami =

The merged policy is imported into vCenter Protect Essentials Plus —
Configuration Management.

15. In the Policy & Compliance list select the new policy and select one of the checks

to verify you see both OS variations available.

vCenter Protect Essentials Plus — Configuration Management Quick Start Guide

19



Add Custom Checks to a Policy and Enforce

ADD CUSTOM CHECKS TO A PoLICY AND ENFORCE

vCenter Protect Essentials Plus — Configuration Management enables you to create
your own custom policy checks. This allows you to track items that are unique to your
organization. The following example shows how you can check to make sure that
Windows Firewall automatically loads at start up.

1. Inthe Policy & Compliance list click on any custom policy.
2. In the bottom pane click Add Custom Check.

Note: This link is not available from either of the two predefined policies because
they cannot be modified.

[ N
|| Custom Check Wizard - @Iﬂ
=@ Policy Checks [ Select the source of the custom
Bz Categories N check to edit
15T NIST 800-53 B
PCIDSS 1.1 B
PCID5S5 1.2 M
G- PCIDSS 20 n [ Load from database ]
-
r Imy i
port from File ||
] | ]
-
] | [ Create New Custom Check ] | |
-
-
-
|
-
-
-
Cancel
Values | Information I
—

Win7 SP1

| Remove Selected Checks | Select All | Unselect All | |

| Add Custom Check || Edit Custom Check

Account Lockout Duration
Make all check values the same
Product Windows 7 Ultimate (x64) SP1

Begin Scan R
Operator Value Minute(s)
Scan Machine Group = - 30
My Machine -

3. On the Custom Check Wizard dialog click Create New Custom Check.

The Operating Systems dialog is displayed.

Operating Systems
Select Operating System and Service Pack levels to which this check
appliss

] Windaws 2000 Server SP2 -]
] Windows 2000 Server SP3
] Windows 2000 Server SP4 J

] windows 7 Enterprise Gold
[E] Windows 7 Enterprise (xb4) Gold
¥l Windows 7 Professional Gold

] indows 7 Professional (x54) Gald

] Windows T Ullimate Geld

] windaws 7 Ultimate (x84) Gald

] Windows Server 2003 R2. Datacenter Edition SP1

[ Windows Server 2003 R2, Datacenter Edition SP2

] Windaws Server 2003 R2, Datacenter Edition (x64) SP1 =l

< Back Next > Cancel |
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4. Select one or more operating systems and then click Next.

The General Properties dialog is displayed.

General Properties
Edit Custom Check Properties

Name |Firewall Checke

Description

Type

< Back lext = Cancel

5. In the Name box type Firewall Check.
6. Inthe Type box choose Service Status and then click Next.
The Type Specific Properties dialog is displayed.

[Custom Check Wizard ] 2lx|

Type Specific Properties
Edit Custom Check Properties

Service Name MpsSvc

< Back Mext = Cancel

7. In the Service name box type MpsSvc.

Hint: To find the service name, go to Administrative Tools > Services in Windows
and right-click on the service you want to check. Click on Properties, the service
name is listed at the top.

8. Click Test Check. If it checks out, click on Next.
The Operator and Value dialog is displayed.
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Operator and Value
Set the operztor and expected value for the custom check

oo - =

Service Sstis 2

< Back Nest = Cancel

9. Inthe Operator box choose =.

10. In the Service Status box choose Automatic and then click Next.

11. Click Finish.

Custom Check Editing Complete

Click Finish to save the custom check to the selected
icy.

@ Export to File

<Back | Finish | Cancel |

We just demonstrated how to create one of the more common custom checks. The
ability to add custom checks is a powerful feature in vCenter Protect Essentials Plus —
Configuration Management. Every environment is different and there is no end to the
possible combinations of settings that could be necessary for an administrator to
configure and support for their environment. The ability to automate the assessment
and enforcement of the configuration settings saves countless hours of time and effort

to maintain consistent machine configurations.
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REPORTING

vCenter Protect Essentials Plus — Configuration Management enables you to generate
many different types of audit ready reports.

Executive Summary

This report gives a brief high-level view of scans you have performed in your
environment.

1. Select Tools > Reports.

File  Viewd | Tools Help

@lel ' Reports Cirl+R

Manage Scan Results
Machir  Scheduling...

@ My Virtual Infrastructure Servers 3

-;E—,‘J My Import Machine Group. .,
»_59 My ImportPolicy...

g En  ExportPolicy...

ﬁ g Export Policy Changes...
g m

Gr Options...
In the Select Report to View box, choose Scan Detail Executive Summary.
3. Click Generate Report.
This generates a report of all scans conducted to date.

Pick Report...
Please select o ro;

port Lo wiwm. Then specily report citeris balow and gk the ‘Ganerate Reped

Select Report to View:

Descrigtion: Detalled listing of compliance checks by scan,

Pick Filter Options...
Planza uae the follaming opti

jons 1o set pour desired report filber

Scan to report on: [1m scans)

Machine Groug to repon on: (18 Machine Groups]
Policy to report on: [128 Folicies]
Machine te repert on: |

Pohcy Check to report on:

Infout of compliance:

Lo Led b o) o) e el L

Domain to report on |
|
Show Framewerks: |

View Report...
Ta view repert using the fitsr optiens et above, dick ‘Generate Report’
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Local Account Summary

This report shows the local accounts detected for the machines in the scan result
chosen.

1. Select Tools > Reports.

2. Inthe Select Report to View box choose Local Account Summary.

Pick Report...

Blonsn subect & rapert to viem. Than speoly seset oteis balom and ek the ‘Ganerate Kesat

I Sebact Report to View: I [Local Account Summary =l

Desmption: Detailed isting of local account information by machine by scan.

Pick Filter Options...
PMaase use the lolluming opbens le el

I £an to report on: I

Maching Group to report on: | 148 Machine Groups) =
Policy Lo report on: | (48 Folicies] =l
Machine to report on: [1#8 Machines] =
Policy Chick to report on: | |
DOmMan to repart on: |48 Domains] =
In/Out of compliance: [i= =
Show Framaworics: I =

View Report...

T vitrs raport wsing e s uplions sel sbuve, gk ‘Gunerale Repert’.

Generate Report

3. Inthe Scan to report on box choose the first scan in the list.

4. Click Generate Report.
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Scan Policy Compliance Summary by ltem

This report shows a very extensive break down of what was detected as in or out of

compliance. Using the frameworks it maps all checks to the framework of your choice
to create an audit-ready report that will save large amounts of time and effort during an

audit.

1. Select Tools > Reports.

2. Inthe Select Report to View box choose Scan Policy Compliance Summary by

ltem.

Pick Report....
Pla. iart @ 1o

et e viem, Then spedly regerd eiteris below and dick the ‘Gererabe Regot’

I Sebect Repart to View: I [Sean Pekey Comphance Summary by llem =

Desmption: Summary of machine compliance by check by scan.

Pick Filter Options...
e,

w ebw the Follomng cptons 19 set rour Sesined et filte:

SE30 tO FApOrt on: | Mar 9 2011 248PM 1 Machinas Scannad =l
Machine Group to report on: | [AIl Maching Groups) =
Policy to rapart an: ﬁ\u Pobcios] =l
Maching to repart an: | =
Policy Check to report on: [(Aii Peticy Crecke] =l
DamMain to report on: | =
Infout of compliance: [ =

Show Framaworks:

View Report...

To viam rapert uting the lilter colions sel above. dick ‘Ganerste Raport’.

Generate Report

3. Inthe Scan to report on box choose the first scan in the list.
4. In the Show Frameworks box choose PCI DSS 1.1.

5. Click Generate Report.
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VMware, Inc.
3401 Hillview Avenue
Palo Alto, California 94304
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