Shavlik Security Suite

Government Edition

Increase the level of security while also reducing costs
for maintaining systems and software applications.

The Common Criteria certified Shavlik Security Suite Government
Edition is the ideal solution for government agencies and global
businesses. Use it to automate IT management operations
including asset discovery and inventory, patch management,
antivirus + antispyware protection, power management,
compliance auditing, and configuration management to eliminate

policy drift and ensure compliance with critical agency directives.

The Common Criteria certified Shavlik Security Suite Government
Edition helps customers achieve compliance with Information
Assurance Vulnerability (IAVA) alerts, bulletins, and technical
advisories and IAVA-mandated remediation deadlines. This
capability provides US Department of Defense agencies with

the ability to simplify and automate their operational processes
for reporting their patch compliance with the Department of

Defense’s IAVA policies.

The Shavlik IAVA Reporter works in tandem with Shavlik NetChk

Protect to provide:

> Direct correlation of DoD-created IAVA numbers to Microsoft

QNumbers and bulletin numbers

> |AVA-specific reports that aggregate results filtered by selected
IAVA patch groups. Reports include deployment percentage
by patch, detailed summary, machines Status by patch count,

and patch status detail.

> Automated remediation to better ensure compliance with

IAVA-mandated remediation requirements and deadlines

> Regularly distributed data updates to ensure the latest and
most thorough IAVA data coverage available through the
Shavlik NetChk Protect application and the Shavlik IAVA

Reporter add-on

Increase confidence in security measures

> Shavlik Security Suite Government Edition supports multiple
government certifications and standards including SCAP

Validation, FDCC Scanner, IAVA Compliance Reporting
» Certified for EAL 3+ Common Criteria representing the highest
security standards essential for any government requirement

> Shavlik supports standards implemented by the NSA and NIST

as well as the federal government’s other security initiatives

“The Shavlik implementation offers one of the cleanest
XML specifications for SCAP of all the products I've seen.

DORIAN COUGIAS, FOUNDER AND LEAD ANALYST FOR
UNIFIED COMPLIANCE FRAMEWORK

Identify and eliminate network gaps and blind spots
> Easily identify and track those hard-to-manage systems
» Discover unknown physical and virtual machines
> Find software applications you didn't know were installed
> Keep an accurate accounting of installed software

> Automatically find and deploy missing patches

Continuously improve your security scorecard

> Government agencies can quickly and easily demonstrate and
maintain their compliance with FDCC through continuous
and automated configuration assessments and proactive

remediation of systems that drift out of compliance

Improve your security state AND prove compliance to
auditors

» Simplifies and accelerates assessment, remediation and
provides proof of compliance with FDCC

» The Shavlik Security Suite Government Edition helps
customers achieve compliance with Information Assurance

Vulnerability alerts, bulletins, and technical advisories and

IAVA-mandated remediation deadlines

Minimize energy costs, maximize patch coverage

> Seamless integration of patch management and power
management in a unified management console

> Power off unused machines at the end of the day to maximize
energy savings — save up to $60 per machine per year

> Wake up machines on the network on-demand or a scheduled

basis to receive critical security updates
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Shavlik Security Suite

Government Edition

Simplify and Automate the Security Support federal government agency mandates

of your End Points > Federal Desktop Core Configuration (FDCC)- standardizing the

> Integrated antivirus + antispyware providing powerful and configuration settings on Windows XP and Vista computers to
certified protection against today's highly complex viruses, strengthen Federal IT security

trojans, root kits, and malware > United States Government Configuration Baseline (USGCB)

> Simplicity and automation without sacrificing visibility and - create security configuration baselines for Windows 7 and
control Internet Explorer 8 settings

> Secure and patch all approved software to policies and > Defense Information Systems Agency — Security Technical
regulations Implementation Guide (DISA/STIGs)- requires that systems

» Automates detection and remediation of critical security patches shall be configured in accordance with DoD approved security

o configuration guidelines
> Patch management and antivirus from the same easy-to-use 9 9

console > Information Assurance Vulnerability Alert (IAVA)- alert system
that issues notifications of computer application software or
Virtualization Security : .
operating system vulnerabilities
» Provides simplified and automated processes for patching all
virtual machines, even those that are offline
> Ensures that offline virtual images can be in a constant state of
readiness to be deployed FDCC: First Real World Application for the SCAP Protocol

Security Configuration Management
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> Establish a security baseline and then proactively enforce that e

policy through continuous assessment and remediation of
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security and configuration controls
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> Quickly compares configurations across a network to
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configurations assessed against a regulatory standard or FDCC
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> Shavlik solutions provide an automated way to scan for,

compare, and enforce security configuration settings on your
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> Simplifies and automates management of critical Shavlik Security Suite Government Edition helps you easily create FDCC

system and security configuration settings on your network compliance reports.

> Provides a data-rich environment to help make
real-time decisions on how best to direct security resources to

improve enterprise-wide security levels
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