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Preparing to Use vCenter™ Protect Update Catalog

PREPARING TO USE VMWARE VCENTER = PROTECT UPDATE
CATALOG

Welcome This document provides a roadmap of tasks you must perform when preparing to use
VMware vCenter” Protect Update Catalog.

vCenter Protect Update Catalog contains the detection and deployment logic used to
patch non-Microsoft products and legacy Microsoft products. The catalog consists of a
number of patch update files that can be imported into Microsoft’s System Center
Updates Publisher (SCUP). You then use SCUP to publish the update files to
Microsoft’s System Center Configuration Manager (SCCM). This allows SCCM to
patch your legacy Microsoft products and your non-Microsoft products such as Adobe
Reader, Adobe Flash, Apple Quicktime, Firefox, etc.

The following diagram illustrates how vCenter Protect Update Catalog interacts with
Microsoft’s SCUP and SCCM components.
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vCenter Protect Update Catalog

Configuration Manager Internet-based Software
Child Site Server Update Point WSUS Server

WSUS WSUS
Synchronization Manager Synchronization Manager

For more detailed information see the vCenter Protect Update Catalog section of the
VMware IT Management Community (http://community.shavlik.com). You will need
to become a member of the community in order to gain full access to all available
resources.
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System
Requirements

Add an SCCM
Self-signing
Certificate

In order to use vCenter Protect Update Catalog you must have the following:
e Windows Server platform (2003 Family SP2 or later, or 2008 Family)
e Windows Server Update Services (WSUS) 3.0 SP2 or later

e System Center Configuration Manager (SCCM) 4.0 SP2 or later (in Native or
Mixed mode)

e System Center Updates Publisher (SCUP) 4.50.1103.000 or later

e vCenter Protect Update Catalog license

Creating a Self-signing Certificate

Important! If you are using an internal Public Key Infrastructure (PKI) to create and
deploy your self-signing certificate (rather than using the default WSUS Publishers
Self-signed certificate), skip this section and instead see the following for information
on creating the certificate.

http://mikeshellenberger.wordpress.com/2010/09/02/system-center-updates-publisher-
microsoft-pki/

Note: If you have already created a self-signing certificate you should review this
section to verify all steps have been completed; do not recreate the certificate.

A self-signing certificate is required in order to publish vCenter Protect Update
Catalog patch update files to the SCUP and SCCM server components. To create a
self-signed certificate for your enterprise:

1. Open the SCUP management console.

2. Right-click the root tree System Center Updates Publisher and select Settings.

FF System Center Updates Publisher

Fle Acon View Help

= [ElalE
L‘{?

tem Center Updates Publishe JcRRRRp RN
Import Update(s)
Publish Update(s)

Settings
Tiles

Export
[P TEFERRSMMMGY i< =k you to help topics on various common publishing tool tasks and to online resources

Clear All Publish Flags
Show Filter Online Resources:

Add Vendor ke about the tool Updates Publisher home page
View ¥ |settings Updates Fublisher pariner catalogs

's Publisher provides a way to create and manage your own update catalogs for use with Microsoft System Center products.

b jates Corfiguration Manager online library
-~ ew update Corfiguration Manager TechCenter
elp
rupdates Microsoft Security

d
H B3 Manzge nies Microsoft Update Catalog

3. Select the Update Server tab.
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= System Center Updates Publisher | settings

2lxl
Fe Gemn o FEr | Import List Update Server I Data Source I Trusted Publishers | Advanced |
&= =]
U7 System Center Updates Publisher @ publishing to an updm@
— Settings
Enterthe update server that will be used for publishing. Administrative rights are
required on the update server to successfully publish updates.
¥ Connect to a local update server.
" Connect to a remote update server:
r Use Secure Sockets Layer (S5L)when communicating with the
updates senver.
Name: I Port: 20
Test Connection |
r— Signing Certfficate
The signing certificate is used to digitally sign content you wart to publish to the
update server. Browse to a signing certficate that you want to uge and choose
Create. You can leave the File entry box blank and choose Create to have the
update server auto-generate a seffsigned certificate.
File:
Browse... Create Remove
S~——
Last recorded update server cerificate
Certificate issuer: CN=WSUS Publishers Seff-signed
Expiration date: 1141942020 1:27-29 PM
ok | cancel Aoply
4. Enable the Enable publishing to an update server check box.
5. Inthe Signing Certificate area, click Create.
6. On the Certificate Registration confirmation dialog, click OK.
7. Open an MMC console and select File>Add/Remove Snap-in.
nsole1 - [Console Root] =101 |
& Fle Action View Favorites \Window Help | == 5||
|g New i+l
—  Open... cirl+0 =
- save Cri+s I ictisns)
Save As... There are no items to show in this view. Console Root -
qadéemove Snap-n > Crl+M More Actions 4
Options...

1

2 ServerManager.msc

3 C:\Windows\system32igpme. msc
45QLServerManager.msc

Exit

[Enables you to add snap-ins to ar remove them from the snap-n console.
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8. Click Add, select Certificates, and then click Add.

Add or Remove Snap-ins x|
You can select snap-ins for this conscle from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-in | Vendor | - [| Console Root Edit Extensions... |
= | ActiveX Control Microsoft Cor...
Microsoft Cor... Pz |
Microsoft Cor...
Microsoft Cor... Mave Up |
;é‘ Computer Managem... Microsoft Cor...
sk Device Manager Micrasoft Cor... [ayve Down |
=7 Disk Management Microsoft and... Add > | )
@ Event Viewer Microsoft Cor...
| Folder Microsoft Caor...
%Group Policy Manag... Microsoft Cor...
_:j Group Policy Manag... Microsoft Cor...
_=j Group Policy Object ... Microsoft Cor...
_EJ Group Policy Starter ... Microsoft Cor...
2 Internet Information... Microsoft Cor... j Gl
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

OK I Cancel

9. Choose Computer account and then click Next.

Certificates snap-in

Thiz snap-n will always manage certificates for:

™ My user account

" Service accourt

¢ Computer account

<Back Next > Cancel |

10. On the Select Computer dialog, choose Local computer and then click Finish.

11. Click OK.

Save a copy of this MMC for future use as you will be using it often.
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Export Certificate

Important! Do not export the private key.
You should see a folder called WSUS > Certificates.

= Consolel - [Console Root\Certificates (Local Computer)\WSUS\Certificates] o R o] x|
& Fle Acion View Favorites Window Help [INETE
le=sxElalc:d

1 Console Root I [Lssued By | Expration Date__| Intende [ Actions

El=] Certificates (Local Computer) @31 wiSUS Publishers Self-signed WSUS Publishers Self-signed 11/18/2020 <Al> | certificates .
|| Personal
[ Trusted Root Certification Aut More Actions
|| Enterprise Trust

] Intermediate Certification Aut
|| Trusted Publishers

[ ] Untrusted Certificates

-] Third-Party Root Certification
|| Trusted People

|| Certificate Enrollment Regues:

FHEEEEEGEEE

o

q (oo mlEl | |

[WSUS store contains 1 certificate. | |

Within this folder you should see a “WSUS Publishers Self-signed” certificate. This
certificate should be the only one in your certificate store to have a public and private
key.

1. Right-click the WSUS Publishers Self-signed key and select All Tasks > Export.
2. On the Welcome to the Certifcate Export Wizard dialog, click Next.

3. On the Export Private Key dialog, choose No, do not export the private key and

then click Next.
=
Export Private Key

You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

" Yes, export the private key

+ No, do not export the private key

Learn more about exporting private keys

<Back I Next > I Cancel |

4. Onthe Export File Format dialog, choose DER encoded binary x.509 and then
click Next.

5. On the File to Export dialog, type a file name and then click Browse to specify
where you want to save the file.
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Certificate Export Wizard x|

File to Export
Spedfy the name of the file you want to export

File name:

Certificate expart Browse... |

< Back I Mext = I Cancel

6. Click Next.
7. On the Completing the Certificate Export Wizard dialog, click Finish.

8. On the confirmation dialog, click OK.

Copy the Certificate to the Appropriate Certificate Stores

You now need to add the new non-private key to the Trusted Root Certification
Authorities and the Trusted Publishers certificate stores on your server. If you use
multiple servers that house your SCCM, WSUS and SCUP consoles separately, you
must repeat the steps in this section for each server in the chain.

1. Inthe Certificates Store MMC select Trusted Root Certification Authorities >
Certificates, right-click Certificates and select All Tasks > Import.

¥ Comsolel - [Console Root'|Certificates (Local Computer)\Trusted Root Certification Autherities\Certificates] = |
G Fle Aon Wiew Favorites  Window  Hep | =l x]
a%|#miolcsHlm

| Console oot Isued To = | Esmed gy | ExprasonCate | Actions
=] J tcfﬁcu:s {Local Compurter) C)Ciass 3 Publkc Primary Cersficaton... Class 3 Publc Primary Certfication A...  §/1/2028 Cortificates =

o Class 3 Public Primary Certfication... Class 3 Public Primary Certficaton A...  1/7/2004
Calcoppmight o) 1997 Mrosoft Corp.  Copyright () 1997 Microsoft Corp, 12/3019%
. Tl Rogt GTE CyberTrust Ghobad Root a13ME

= Srsons
= Trusted Root Certification Suthorises |

Enterprise Trusg Sk e Miosoft A () Root Au...  12/31/199
— = E' Whew I troscdt Root Authrity Micromaift Rioot Aushority 1231200
o mwﬂ' Hew Window from Mere  rosoft Rool Certificate Autharity  Microsoft Rioot Certificate Autharity SfF021
- "’l’d’llrﬁvﬁ- New Tazkpad View, ~ JLLABDLITY ACCEPTED, ()57 V... HO LLABRITY ACCEPTED, ()57 Ver..  L7/2004
B ] Truseed Pengle] It Timestamping Gk Thamte Timestamping CA 12/31/2000
& ) Certfcate Ervd REResh Mave-52-2008 WiMSe-52-2008 11142020
] wtc‘“rmf BxportList... U5 Publishers Seif-sgned WELIS Publishers Self-sgned 11082020
- — -
1 Certificates— L itr
2. | 2]l ] ]}

Contans actions Tat can be performed on the fem. = I
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2. On the Welcome to the Certificate Import Wizard dialog, click Next.

3. On the File to Import dialog, browse for your public key file and then click Next.

Certificate Import Wizard x|

File to Import

Specify the file you want to import.

File: name:
I C:\temp\Certificate export. cer Browse. .. I

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serislized Certificate Store (.55T)

Learn more about certificate file formats

< Back | Next > | Cancel |

4. On the Certificate Store dialog, choose Place all certificates in the following
store and then click Next.

Certificate Import Wizard i =

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

" Automatically select the certificate store based on the type of certificate
' Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse... |

Learn more about certificate stores

< Back I Mext = I Cancel |

5. On the Completing the Certificate Import Wizard dialog, click Finish.
6. On the confirmation dialog click OK.

7. Repeat steps 1 — 6, only this time select Trusted Publishers in Step 1.
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Windows Server 2008 Group Policy Setup Using WSUS Self-
signed Certificates

Note: All steps and screen shots used in the remainder of this document are for
Windows Server 2008. The steps and screens for Windows Server 2003 may be
slightly different.

You must have a few settings in place for proper Native or Mixed mode to work
correctly. If you don’t have a specific GPO policy for SCCM you should make one for
your clients/servers. This makes it easier to manage SCCM issues and policies.

1. Open Group Policy Management Console (on Windows Server 2003 this is a
download and install from Microsoft).

2. Highlight your domain name and select the organizational unit (OU) you wish to
add your policy to.

The following example contains an OU called “User Computers” under the Users and
Computers Console. You should add all your users” computers to the OU. This
example also contains a policy called “SCCM Client Installations” (SCI) in the Group
Policy Management Console. The policy should be enforced (right-click the policy and
then select Enforced).

5[% Group Policy Management

Eﬁ Farest: SCCMDF . local

E@ Dionnains

=2 SCCMDF local
@ Defaulk Domain Palicy

@ Domain Controllers

=@

54 General Palicies

User Cormpukers

[ 5CCM Client Installations
% Group Policy Objects

.
- Sites
iroup Palicy Modeling

{154 @roup Policy Results

; WMI Filters
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Set all your policies that affect these computers for SCCM in the SCCM Client

Installations policy.

1. Right-click the SCCM Client Installations policy and then select Edit.

ﬂ Group Policy Management

3l Fle Action WView Window Help

=0l x|

| =Lmxd

€& [FEXa [ HE

_§£ Group Policy Management
=] _ﬁ Forest: testdomain, com
= (£ Domains
El 3 testdomain.com
=/ Default Domain Policy
[2] AdminGroups
Domain Controllers

Display links in this location:

SCCM Client Installations
Scope I Details I Settings | Delegation I
Links

Itestdnmaln com

The following sites, domains, and OlUs are linked to this GPO:

=

v reed
w Link Enabled
Save Report...

Group Palicy Modeling

View
[ Group Policy Results

New Window from Here

Location | Enforced [ Link Enabled [ Patt
(21 User Computers fes Yes testc
| i

Itesing

N in this GPO can only apply to the following groups, users, and computers

icated Users

Delete
Rename

»
Refresh [ B

Remove I Fraperties |
Help
J
WMI Filtering

This GPO is linked to the following WMI filter:

<none>

j [Hpen

‘Displays Help for the current selection.

The Group Policy Object Editor dialog is displayed. It is used to manage your

policies to be applied.

Select Computer Configuration > Windows Settings > Security Settings >

Public Key Policies.

B Group Policy Management Editor

File Acton View Help

=0] x|

e s =N 7 s

=] 5CCM Client Installations [WIN2008-DOMAIN, TESTDOMAIN, COM] Palicy
[ & Computer Configuration
B [ Polides
| software Settings
B [ windows Settings
|£l] Seripts (Startup/Shutdown)
=] i Security Settings
8 Account Policies
| Local Policies
L Eventlog
‘4 Restricted Groups
‘i System Services
‘5 Registry
4 File System
Wired Network (IEEE 802.3) Policies
Windows Firewall with Advanced Security
| Metwork List Manager Polices
2 JEEE 802.11) Policies

Public Key Policies
SmGefsnasasseatrietTT Policies
__| Metwork Access Protection

g IP Security Policies on Active Directory (TESTDOMAI
wlly Policy-based Qos
| Administrative Templates: Policy definitions (ADMX files) retr
| Preferences
= if? lser Configuration
| Polices
__| Preferences

Object Type

__|Enterprise Trust

| Trusted People
@CErﬁﬁcah& Path Validation Settings
[ certificate Services Client - AutoEnrollment

4| | |

2l

~I Trusted Root Certification Authorities

I =l

|Aubomaﬁc Certificate Request Settings store contains no automatic certificate requests. ‘

In the right-hand pane, right-click Automatic Certificate Request Settings and
select New > Automatic Certificate Request.
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10

4. On the Welcome to the Automatic Certificate Request Setup Wizard dialog,

click Next.

5. On the Certificate Template dialog, select Computer and then click Next.

Automatic Certificate Request Setup Wizard i x|
Certificate Template P
The next time a computer logs on, a certificate based on the template you selectis < B
provided. o

A cerfficate template is a set of predefined properties for certfficates issued to
computers. Select a template from the following list.

Certificate templates:
MName | Intended Purposes
Client Authentication, Server Autherticatior
Domain Controller Client Authentication, Server Autherticatior
Enrollment Agert (Computer) Cerificate Request Agent
IPSec IP securty IKE intermediate
«| | 2l

< Back Next > Cancel |

6. On the Completing Automatic Certificate Request Setup Wizard dialog, click
Finish.

Note: If you are using an internal Public Key Infrastructure (PKI) to create and deploy
your self-signing certificate (rather than using the default WSUS Publishers Self-
signed certificate), use your PKI certificate in place of the WSUS certificate in

Steps 7 — 15.

7. Select Computer Configuration > Windows Settings > Security Settings >
Public Key Policies > Trusted Root Certification Authorities.

Grug Palicy Management Fditar

Fle Acton Vew Hep

a7 mlole | B

‘SOCM Chent Istallaors. [WINZOOS-DOMAIN. TESTDOMADLCOM] = | | fesued To = [ romed By [ entended Pupes [stmhm | cen
= B8 Computer Configuration S WELES Publishers 5o signed WELE Publishers Seif signed 1152020 «all» hone >
Palces
Raltmme Sattrge
Windows Settings

Sopts (StarupfShutdonn)

. |

i g EBventleg

W g Restricted Srengn

+ (g System Servees

3 g Regsry

% 3 Fle System

¥ L Wired Network (IEEE 302.3) Poloes.

#1 ] windowes Frewsl with Advanced Secusity
Mietwork List Manager Peoes

W fa Wreiess Network (JEEE 02, 11) Polces
P Key Polces

Encrypting Fie Srssem

intermedate Cortfication Authorites | grge
Truseed Publshers

Unirusted Certficates View v
Trustad Peccie
Saftware Resmbon Pokoes Refesh
Mebwork Acess Protection ExportList...
o Hep

N

8. Right-click on Trusted Root Certification Authorities and then select Import.

9. On the Welcome to the Certificate Import Wizard dialog, click Next.
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10. On the File to Import dialog, click Browse and locate your public key file.

Certificate Import Wizard x|

File to Import

Specify the file you want to import.

File name:

Browse... I

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back | MNext > | Cancel |

11. Select the public key file and then click Open.

Certificate Import Wizard

S

I

@&ﬁ)v ‘ .. = Computer = Local Disk {C:) = Temp

2]
Organize * 3= Views = | Mew Folder @
Favorite Links Name = |-| Date modified |-| Type |-| Size |-| Tag
_RJCernﬁcabe export.cer  11/22/2010 4:51... Security Certificate 1KB
B Desktop

59 SCUP Key.cer 11222010 1:36... Security Certificate
8 Computer

FE, Documents

FE Pictures

FB Music

| Recently Changed
FE' Searches

| Public

Folders il [ | LI
Fie name: | SCUP Key cer | [Cericate Fie cerct) =]

con

A

12. On the File to Import dialog, click Next.

13. On the Certificate Store dialog, choose Place all certificate in the following
store and then click Next.

14. On the Completing the Certificate Import Wizard dialog, click Finish.
15. On the confirmation dialog, click OK.

16. Select Computer Configuration > Windows Settings > Security Settings >
Software Restriction Policies.

VMware vCenter™ Protect Update Catalog Quick Start Guide: For SCUP 4.5 11



Preparing to Use vCenter™ Protect Update Catalog

12

17. Right-click Additional Rules and select New Certificate Rule.

B Group Policy Management Editor

Fie Action View Hep

9| 2@m0]dE B

=/ SCCM Client Installations [WIN2008-DOMAIN. TESTDOMATN, COM] 4 | [ Name & [ Type [ Searity Level [ Desaription [ Lest Madified Date
=1 & Computer Configuration | %HKEY_LOCAL_MACHINE\SOFTWAREWMicr...  Path Unrestricted 12/8/2010 2:48:40 PM
Bl [ Policies k2| %HKEY_LOCAL_MACHINE\SOFTWAREMicr...  Path Unrestricted 12/8/2010 2:48:40 PM
7| Software Settings A7 WSUS Publishers Self-signed Certificate Unrestricted 12/8/2010 LELISPM

[ | Local Polices
& Eventlog
"4 Restricted Groups ( New Certificate Rule... )
', System Services

"4 Registry New Network Zone Rule. .

4 File System New Path Rule..

Vired Network (IEE]
Vindows Firewall wi
| Metwork List Manag!  yiew v
Wireless Network (I
ublic Key Polides Refresh
oftware Restrictor]  ExpartList...
] Security Levels

All Tasks »

Help

| Network Access Protection
18, 1P Seaurity Polides on Active Directory (TESTD
5] gl Policy-based Qos
(| Administrative Templates: Policy definitions (ADMX file:
" Preferences
=l ¢%, User Configuration
] Policies

< |

18. Click Browse, locate the public key file, and then click Open.

19. Change the security level to Unrestricted and then click OK.

New Certificate Rule x|

General |

\% Use rules to ovenide the default security level.

Click Browse to select a certfficate, and then select a security level.

Certificate subject name:
|ws US Publishers Seff-signed Browse...

To view details about the selected certificate, click Details.

4

Details...

Security level:

Unrestricted

Description:

/1. Note: Certfficate rules will negatively impact the performance of your
machine.

Leam more about software restriction policies

oK | cancel | ooy |

20. On the subsequent confirmation dialogs, click Yes and then OK.
Now the clients will get the certificates from GPO.

21. Select Computer Configuration > Administrative Templates > Windows
Components > Windows Update.
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22. Double-click Allow signed updates from an intranet Microsoft update service
location.

File

Action

=10l

«

5|5

~ Terminal Services

~| Windows Calendar

| Windows Color System

“| Windows Customer Experience Improvement Program
% Windows Defender

| Windows Error Reportng

%] Windows Explorer

1 windows Installer

| Windows Logon Options

=1 windows Mail

| Windows Media Center

1 Windows Media Digital Rights Management
7| Windows Media Player

—| windows Meeting Space

| Windows Messenger

1 Windows Mobility Center

| Windows Movie Maker

“| Windows Powershell

| Windows Remote Management (WinRM)
“| Windows Remate Shell

| Windows Sidebar

urce Manager

°| Preferences

" Polides

= & User Configuration

off

Windows Update

Allow signed updates from an
intranet Microsoft update service
location

Display Properties

Requirements:
Atleast Micosoft Windows XP
Professional with 5P1 or Windows
Server 2003 famiy

Desaiption:

This policy setting allows you to
manage whether Automatic Updates
accepts updates signed by entities
other than Microsoft when the update
is found on an intranet Microsoft
update service location.

1f you enable this palicy setting,
Automatic Updates accepts updates
received through an intranet
Mrosoft update service location, if
they are signed by a certificate found
in the "Trusted Publishers” certificate
store of the local computer.

1f you disable or do not configure this
policy setting, updates

infranet Microsoft update service
location must be signed by Micresoft.

Setting State
Do rot display Tnstall Updates and Shut Down' option in Shut Do Not configured
Do not adjust default option to 'Install Updates and Shut Dowr'in...  Not configured
Enabling Windows Update Power Management to automatically Not configured
Canfigure Automatic Updates Not configured
Specify intranet Microsoft update service lacation Not configured
Automatic Updates detection frequency Not configured
Allow to receive update Not configured
Allow Automatic Updates immediate instaliation Not configured
Turn on recommended updates via Automatic Updates Not configured
No auto-restart for scheduled Automatic Updates installations Mot configured
Re-prompt for restart with scheduled installations Not configured
Delay Restart for scheduled installations Mot configured
Reschedule Automatic Updates scheduled installations Not configured

=14l

% Extended 4 Standard /

23. On the Setting tab, choose Enabled and then click OK.
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Download the
Latest Catalog
File

Import the
Catalog File
into SCUP

14

Before beginning the import process you should always download the most current
vCenter Protect Update Catalog file. You will receive an e-mail message whenever a
newer file is available. The e-mail message will specify the location of the catalog file
as well as the credentials needed to log on to the site. Simply download and save the
file to your computer or to a location on your computer network.

Importing the catalog file into SCUP is a very easy process.

1. Start System Center Updates Publisher (SCUP).

2. Select Actions > Import Update(s).

= System Center Updates Publisher

File | Action View Help

Import Update(s]

Publisi U

Settings

Manage Rules
Export

Set All Publish Flags

Clear All Publish Flags
Show Filter
Add Vendor

Refresh

Help

i Updates Publisher provides a way to create and manage your own update catalogs for use with Microsoft System Center products.
Jﬁ

The following links take you to help topics on various common publishing tool tasks and to online resources

How Do 1?7 Online Resources

Leam more about the tool Updates Publisher home page
Configure settings Updates Publisher partner catalogs
Import updates Corfiguration Manager online library
Create a new update Corffiguration Manager TechCenter
Publish updates Microsoft Security

Manage rules Microsoft Update Catalog

The following list shows the catalogs you are subscribed to that have been updated since you last imported them

The Import Software Updates Catalog Wizard is displayed.

Choose Single Catalog Import and then click Next.

On the Select File dialog, click Browse and then specify the location of the

vCenter Protect Update Catalog file.

For example:
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Import Software Updates Catalog Wizard 5[

g! Select File

Select Import Method
Browse ko or enter the Full path of the catalog {.CAB) file that you want ta

2%
SUTATTELY.
Prograss Look in: | ) Shavik_SCUPdates 3 | N s e

Confirmation

Desktop

My Documents
=
tdy Computer
File name: IShaink‘I‘ISDDS.cab j Open I
Files of type: IEah\net files [* cah) j Cancel | J
%

5. Select the file and then click Open.
6. On the Select File dialog click Next.

7. Onthe Summary dialog, verify that you have specified the correct file and then
click Next.

8. (Optional) If you are asked to validate the catalog, click Accept.

Catalog ¥alidation - Security Warning x|

Do you want to accept this catalog?

I arme: : Shavlik113009.cab

Publisher:  Shavlik Technologies

(%) {Always accept catalog from "Shavil Technologies

i) Ask me ever time

Accept | Dan't Sccept I

@ Catalog files from untruzted publizhers can potentially harm client computers when

zcahning for updates. Only accept catalogs from publishers you trust.
Tell ke tore

All vCenter Protect Update Catalog files are signed with a valid certificate. You
may wish to choose Always accept catalog from "Shavlik Technologies” to
bypass this validation dialog in the future.

During the import process some previous updates may already exist. In this case
you are presented with a Confirm Update Replace dialog. For example:
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Confirm Update Replace

An update named 'Mozilla Firefox 3.0.15" has the zame unigue ID as the one being imported

from location 'C:AShavlik_SCUPdates'

whould you like to ovenarite the existing update

Wendar :
Product :

Title ;

Created :

with this one?

Wendor
Product :

Title -

Created :

Muozilla Foundation
Firefiox 3

Mozila Firefox 3.0.15
1141242009 5:38:41 P

Mozila Foundation
Firefiox 3

Mozila Firefox 3.0.15
111242009 5:38:41 Prd

Yes to sl | Mo | LCancel |

10.

11.

16

Always click Yes to overwrite the existing update. VMware may provide bug fixes
in the vCenter Protect Update Catalog data that require an update.

On the Confirmation dialog, click Close.
The System Center Updates Publisher home page is redisplayed.
In the console tree in the left-hand pane, select the product(s) you want to publish.

You can specify all products by selecting the top level item (System Center
Updates Publisher). Or, you can drill down as far as you want by specifying
individual product vendors, individual products, or even individual article IDs
within a product.

iz System Center Updates Publisher
+-1_ " Mozilla Foundation
+-1 7 Microsoft
= Apple Inc,
L iTunes
% QuickTime
[ Safari
+-1 " Adobe Systems, Inc,

In the Actions area in the right-hand pane, click Set All Publish Flags > Full
Content.

Note: Be sure to select Full Content. vCenter Protect Update Catalog does not
support the Metadata Only option.
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Actions

ﬂ Create Update

4

T Impart Updates)
Publish Updateis)
=| Settings

Manage Rules

Expork

Clear all Publish Flags

d V9 EDEE

Showa Filber
L7 Add Wendaor

The associated Publish flags will turn green. For example:

System Center Updates Publisher

Set all Publish Flags

Metadata Only

Article 1D M ame Severity
E Galosm iTunes 9.0.1 Critical
E QA0S0 iTunes 9.0.1 x64 Critical
E (AI0902  iTunes 9.0.2 x64 Lo
E [410302  iTunes 9.0.2 Critical

Type

Security ...
Securty ...
Security ...
Security ...

Creation D ate
1141242009
1141242009
1141242003
1141242003

Language
Englizh
English
Englizh
English

Fublish Type
ull Cantent
ull Content
ull Cortent
Full Contert

12. In the Actions area in the right-hand pane, click Publish Updates.

Actions

iTunes

ﬂ reate Update

=] Manage Rules

_.J-, Expart

This pushes the update files to SCCM.

13. Click Next on all subsequent dialogs to complete the process.

Expire
Falze
False
False
False

You may need to answer questions from the software publishers about the updates.

You can now use SCCM to deploy the non-Microsoft product patches.
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Supported
For a complete list of the products supported by vCenter Protect Update Catalog, see:
Products P P PP y P J
http://community.shavlik.com/answers/viewQuestion.apexp?id=906C0000000TSjulAG
Support _ . .
PP . For technical assistance with vCenter Protect Update Catalog, please refer to one of the
Information

following support options:

e Browse the vCenter Protect Update Catalog section of the VMware IT
Management Community at http://community.shavlik.com

e E-mail us at shavlik-scupdates@vmware.com

e Phone Technical Support at (866) 407-5279
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